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Vulnerabilities by Host




185.210.95.118

CRITICAL HIGH MEDIUM LOW INFO
Vulnerabilities Total: 23
SEVERITY CVsS PLUGIN NAME

V3.0

HIGH 7.5 42873 SSL Medium Strength Cipher Suites Supported (SWEET32)

MEDIUM 6.5 104743 TLS Version 1.0 Protocol Detection

VSJUVEN 5.9 65821 SSL RC4 Cipher Suites Supported (Bar Mitzvah)

INFO N/A 10736 DCE Services Enumeration

INFO N/A 12053 Host Fully Qualified Domain Name (FQDN) Resolution

INFO N/A 11414 IMAP Service Banner Retrieval

INFO N/A 42085 IMAP Service STARTTLS Command Support

INFO N/A 11219 Nessus SYN scanner

INFO N/A 19506 Nessus Scan Information

INFO N/A 50350 OS ldentification Failed

INFO N/A 10919 Open Port Re-check

INFO N/A 10263 SMTP Server Detection

INFO N/A 56984 SSL / TLS Versions Supported

INFO N/A 10863 SSL Certificate Information

IN[Ze} N/A 70544 SSL Cipher Block Chaining Cipher Suites Supported

INFO N/A 21643 SSL Cipher Suites Supported

INFO N/A 57041 SSL Perfect Forward Secrecy Cipher Suites Supported

INFO N/A 94761 SSL Root Certification Authority Certificate Information

INFO N/A 156899  SSL/TLS Recommended Cipher Suites
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http://www.nessus.org/plugins/index.php?view=single&id=42873
http://www.nessus.org/plugins/index.php?view=single&id=104743
http://www.nessus.org/plugins/index.php?view=single&id=65821
http://www.nessus.org/plugins/index.php?view=single&id=10736
http://www.nessus.org/plugins/index.php?view=single&id=12053
http://www.nessus.org/plugins/index.php?view=single&id=11414
http://www.nessus.org/plugins/index.php?view=single&id=42085
http://www.nessus.org/plugins/index.php?view=single&id=11219
http://www.nessus.org/plugins/index.php?view=single&id=19506
http://www.nessus.org/plugins/index.php?view=single&id=50350
http://www.nessus.org/plugins/index.php?view=single&id=10919
http://www.nessus.org/plugins/index.php?view=single&id=10263
http://www.nessus.org/plugins/index.php?view=single&id=56984
http://www.nessus.org/plugins/index.php?view=single&id=10863
http://www.nessus.org/plugins/index.php?view=single&id=70544
http://www.nessus.org/plugins/index.php?view=single&id=21643
http://www.nessus.org/plugins/index.php?view=single&id=57041
http://www.nessus.org/plugins/index.php?view=single&id=94761
http://www.nessus.org/plugins/index.php?view=single&id=156899

N/A 22964  Service Detection

N/A 121010  TLS Version 1.1 Protocol Detection
N/A 136318  TLS Version 1.2 Protocol Detection
N/A 10287 Traceroute Information

* indicates the v3.0 score was not available; the v2.0 score is shown
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http://www.nessus.org/plugins/index.php?view=single&id=22964
http://www.nessus.org/plugins/index.php?view=single&id=121010
http://www.nessus.org/plugins/index.php?view=single&id=136318
http://www.nessus.org/plugins/index.php?view=single&id=10287
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